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Healthcare has always focused on managing information from application to application, instead of looking at information
holistically and defining it holistically. The industry’s shift of focus onto analytics—whether it’s for predictive analytics or
modeling for improved readmission rates—puts the focus back on foundational data. That’s what is needed for things like
population health, which is increasingly important in healthcare.

Patient data isn’t held or used solely in electronic health records (EHRs); it’s also present in billing systems, analytics
programs, population health data sets, and several other sources. To get a holistic view of each patient, it is important to
integrate these sources to ensure all information is available for treatment.

Many healthcare organizations are looking to partner with cloud services and analytics services to make better use of their
data. To maximize the outcomes of these partnerships, organizations must adopt strong data governance practices. By
engaging a partner with a sustainable infrastructure for data, governance teams can focus on business process analytics.

An organization that has its data in order will be able to make the most effective use of analytics. After all, if the analytics
inputs are using bad information, the outcomes can’t be trusted to provide accurate responses that can be used for decision-
making.

Getting Started with Data Governance

A common data governance question in healthcare is where to start—and how to make inroads with decision-makers. A good
start is to tie governance to corporate objectives. It’s also important to identify problems or pain points that solid data can
resolve. It’s crucial that organizations start defining their information to standardize how it is used and understand where
opportunities exist. This will lay the foundation for governance going forward.

Data governance is essential to any analytics initiative—and leaders need actionable information. Too many organizations are
collecting data for analytics but are performing analysis on an ad hoc basis that doesn’t always enable strategic decision-
making. One of the driving factors for this is a lack of trust in the data. A full understanding of one’s data mitigates the “where
did these numbers come from” questions. Data governance ensures that the data is fit for analytics and increases trust in the
results that leaders can use to make fact-based decisions.

Making decisions based on trusted healthcare data can directly affect people’s lives. Integrating the disparate sources of data
and looking at the patient holistically is extremely powerful. Using analytics to identify trends during the course of patient care
will give clinicians the information necessary to make more informed and timely decisions in treating patients that may not
have been selected without the aid of analytic outcomes.

Information Governance in Action

When Atrium Health started its information governance journey, it began with an honest assessment of its current capabilities,
organization structure, and culture. It had no data governance structures in place and data quality concerns were addressed ad
hoc and with a reactive approach. Data management was done in silos, application to application. A major culture shift was
needed within the organization to break down those silos and foster an enterprise-wide data governance initiative. That need
led to the division of a strategic governance plan into four phases: (1) foundation laying, (2) institutionalization, (3) realization,
and (4) governance. The initial plan included the following categories:
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1. Governance Organizational Model

a. Develop a business case to staff the data governance office (DGO)
b. Establish an operating rhythm for the information governance council(s)
c. Develop operational training for data governance

2. Governance Strategic Plan

a. Design and implement a domain model
b. Current/future state data architecture analysis
c. Develop a data governance operating model to support major initiatives
d. Develop a data quality program
e. Implement a data security control plan

3. Governance Tactical Plan

a. Implement a business glossary
b. Select a master data management or reference data management tool and/or methodology
c. Define a metadata strategy including data lineage
d. Develop standard operating procedures for project prioritization

4. Promote a governance culture

a. Create a governance roadshow to increase awareness and the implications of implementing a governance
program
b. Participate in industry forums, conferences, and groups
c. Build a process to evaluate and align governance initiatives
d. Form an education committee to drive governance training and communications

The next step was to develop a high-level three-year roadmap for developing the program. See Figure 1, below, for a graphic
of the roadmap.

Figure 1: Data Governance Roadmap

Figure 2: Data and Risk Management

WHEN ADVISING ORGANIZATIONS through information governance initiatives, it’s important that
organizational leaders understand that it’s not just data and information that’s being managed—it’s risk, as well.
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This graphic suggests some of the questions the Governance Council should be evaluating when developing risk
positions or policy statements.

Executing the governance strategic plan hinged on being able to change long-standing, culturally embedded practices. To do
that, it was necessary to build partnerships across the organization and leverage existing structures to reinforce the need for
change.

One of healthcare’s key tenets is to protect patient privacy. Tackling corporate privacy was an important part of broadening
the scope from data governance to information governance. Respecting patient privacy isn’t just important from a legal and
compliance perspective—it’s an ethical obligation as well, especially as technology changes how patient information is
acquired.

As the program matured, a more holistic approach was taken in the management and utilization of information by:

Establishing overall risk positions related to handling information (i.e., sharing data with third parties)
Evaluating risk of specific initiatives
Establishing formal accountability (data ownership) and oversight
Actively promoting compliance with laws, regulations, and policies
Establishing policy on how and where data can be stored (i.e., offshore data storage and access)

A senior-level cross-functional group is required to properly identify and understand the impact of these types of decisions over
the entire enterprise. Representation includes:

Audit services
Medical group
Corporate privacy
Corporate compliance
Data governance
Enterprise risk management
Health information management
Information security
Corporate operations
Office of general counsel
Physician leadership
Population health management
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Quality/patient safety
Research
Risk management
Strategic services group
Information services

Information and data governance are not just about improving data quality. Healthcare practitioners need to be proactive in
addressing issues of risk and privacy. Information governance is a key component in identifying and mitigating legal,
operational, and compliance risks and, above all, ensuring the right people have the right data at the right time.

Shannon Fuller (sfuller@graymatteranalytics.com) is the director of governance advisory services at Gray Matter Analytics.
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